
DNSCheck and DNS2db

Patrik Wallström, .SE
pawal@iis.se

Tuesday, February 2, 2010



Some background
As a registry we care about the quality of the 
delegations in our zone.

We also care about our name servers.
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1999 - 2003
In the early days we tested all delegations 
before inserting the delegation into the .SE 
zone.

The registration procedure was a manual 
process.
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2003
In 2003 we went from a manual process with 
limited registrations to a fully automatic 
system. But doing simpler pre-delegation 
checks.

We also had a web page where you could pre-
test a delegation.
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First dnscheck
Also in 2003, we did post-checks using Patrik 
Fältström’s dnscheck code.

It still lives on http://dnscheck.se/

We also published statistics from these checks 
on the web, categorized by name server 
operator.
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Third generation
In 2005 .SE signed the zone 
with DNSSEC. We asked 
Jakob Schlyter to write a 
new modular code base for 
DNSCheck.

DNSCheck has support for 
DNSSEC and IPv6.
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DNSCheck
The new DNSCheck has a web interface for 
“ordinary” users. With a basic and advanced 
view mode.

It also features the “Undelegated domain test”.
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Batch mode
The new DNSCheck also features a back-end 
checker, which can be used for batch testing.
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Examples of tests
Tests for valid (and resonable) IP addresses.

The following tests are made:
• Addresses must be syntactically correct.
• Private IPv4 Addresses (RFC 1918) must not be used.
• Special-Use IPv4 Addresses (RFC 5735) must not be used.
• Special-Use IPv6 Addresses must not be used.
• There should exist a PTR record for the address.
• The hostname(s) pointed to by the PTR record(s) should exist.

 
This test is implemented by DNSCheck::Test::Address.
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Examples of tests
Test a single name server for a specific zone.

The following tests are made:
• The nameserver must be a valid hostname.
• The nameserver should not be recursive.
• The nameserver must be authoritative for the zone.
• The SOA record for the zone must be fetchable over both UDP 
and TCP.
• The nameserver may provide AXFR for the zone. 

This test is implemented by DNSCheck::Test::Nameserver.
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The Healthcheck Report
A yearly report on the 
health of the Swedish 
Internet. Primarily focused 
on DNS.

Published since 2007.
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The numbers or errors and warning from DNSCheck

The Healthcheck Report

Tuesday, February 2, 2010



Domains with name servers on more than one AS

The Healthcheck Report
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The report 2009 was based on a fully automatic 
analysis made by our new Healthcheck 
Platform.

Based on DNSCheck.

It is a web based report system.

The Healthcheck Report
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Integrates a lot of current and future 
components:

DNSCheck

MailCheck

Page Analyzer (from LoadImpact.com)

The Healthcheck Platform
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DNS2db is a tool for analyzing DNS data. It 
converts raw pcap-files with DNS-traffic to 
SQLite-databases, which then can be used to 
dig into and analyze the traffic. 

The distribution also includes a simple 
interactive GUI for analyzing the collected data.

DNS2db
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DNS2db architecture
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+ Stores more data much faster than DSC.

+ All data is kept at the node.

+ A minimal amount of data is exchanged 
between the collector node and the GUI 
server.

- Not DSC compatible.

DNS2db
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All code is BSD licensed.

Available at http://opensource.iis.se/

Open source
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Thank you!
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